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A Message from the Chair
BY: ROGER S. BRUBAKER, ABC KEYSTONE 2020 CHAIR Of THE BOARD 

s many of us sorted our way through April, it seemed 
to me the only thing constant was change! The 

challenges of an unprecedented global pandemic continue as 
we figure out where we have been and where we are going 
next. None of us really know what impact an almost-complete, 
three-month national and statewide economic shutdown 
will have on our personal lives as well as on the construction 
industry and our “normal” way of doing business. 

The staff and leadership team at ABC Keystone have been 
working (literally) day and night keeping up with legislative 
and industry-related information and relaying that to 
members. More than a week  before the first day of the 
Governor’s shutdown, the Keystone Chapter leadership team 
had decided providing relevant information to our members 
was to be mission one! Many of you have responded 
positively to these efforts, which was much appreciated.

Anticipating the COVID-19 virus would continue to plague 
our region for many weeks to follow, the leadership team 
laid out a Phase II plan of action and discussed what Phase 
III might look like. Phase II included the approval of the use 
of unrestricted reserves to fund FREE and low-cost virtual 
training and education programs for our members who had 
employees unable to work on closed construction projects. 
This roll out began the second week of April and will continue 
through the end of May. I hope this member value add will 
be utilized by as many members as possible to maximize 
time spent away from job sites shut down by the Governor’s 
mandate. 

Phase III discussions have centered around 
what to expect when coming out the other 
side of this quarantine when projects open 
up again. How will members handle legal, 
manpower, and supply chain challenges, to 
name a few? What role can ABC Keystone 
play in facilitating pathways of information 
and resources while helping members 
navigate these new challenges?

One thing I can guarantee will not change 
is the commitment of this association to 
its members. The Keystone Chapter will 

be there to provide training, education, safety services and 
political advocacy as we protect and defend free enterprise 
through the best and worst of times. As NASA Flight Director 
Gene Kranz proclaimed in the movie Apollo 13, “Failure is not 
an option,” and when facing the uncertainty of capsule re-
entry success, Kranz went on to say emphatically “I believe this 
will be our finest hour!”

Well, I, too, believe “this will 
be our finest hour” as we 
work together toward solving 
the upcoming challenges 
of getting our companies, 
employees and our industry 
back to work while helping to 
drive the economy with the 
next greatest construction 
boom ever!

I look forward to talking 
with and working with many 
of you as we face these 
challenges together.

Stay healthy and safe,

Roger Brubaker
2020 Chair of the Board

Roger S. Brubaker 
2020 Chair of the Board 
ABC Keystone 
Director of Construction Services 
Meadow Valley Electric, Inc. 
roger@mvegroup.com
(717) 397-9600
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ABC Keystone Communications
Are You Receiving Your Update Emails?

ABC Keystone members and their employees (for whom we have 
email addresses) are sent weekly emails from the Chapter. During 
this time, a number of important COVID-19 Updates are being sent 
to your emails in addition to our e-newsletters. We understand that 
while spam filters are very helpful for your protection, they can also 
cause unintended challenges. If you are not receiving our email 
messages, please check your email junk folder and mark  
ABC Keystone emails as 'safe.'  
 
If you continue to have problems, please reach out to Kristi 
Pronovost, Director of Marketing & Communications  
(kristi@abckeystone.org). We will do our best to help resolve the 
issue for you. 

All COVID-19 Update emails can be found on the Coronavirus 
section of our website. Please find those resources and more at: abckeystone.org/coronavirus



f you come from my era, you may have been required 
by your literature teacher to read “Brave New World,” 

a novel written in 1931 by Aldous Huxley. I didn’t like 
the novel then, and I’m not sure I’m prepared for what 
our “Brave New World” will look like after the COVID-19 
pandemic subsides. If we think we will return to business as 
usual, then I think we may be fooling ourselves and will be 
disappointed with the results.

"Need" and "want" are the mother of invention and 
ingenuity. ABC needs to help our industry through this time 
and into the future. For the discussion of this pandemic, 
I put ABC into a four phase plan. The first phase has 
concluded. In that phase, we received an executive order 
that closed virtually all non-essential businesses, as defined 
by the Governor. For the first three weeks, we spent time 
sifting through information and a waiver system that 
provided no clarity, no consistency and no transparency. We 
have provided succinct and timely information for members 
to navigate through the initial uncertainty. 

Phase II – As we saw help starting to arrive via the Federal 
Government, many more questions arose. Thanks to many 
of our accounting, banking and legal members that engaged 
their clients, several members received SBA (Small Business 
Association) financial support. This raised the question 
from members as to what to do with employees that they 
were basically paying to stay home. Thanks to the 
Keystone Board on April 9, we started to offer no-
cost and subsidized virtual training and webinars. 
We intend to continue these offerings through the 
end of May. Check out our website for all courses.

Phase III – I believe this is the phase when 
the restrictions that have been placed on our 
members begin to slowly be removed. While we 
don’t have clarity on when this may happen, other 
than construction beginning on May 1, we want 
to be prepared to assist you. Therefore, we are 
asking you, the members: what challenges do you 
anticipate? What services do you need from us for 
your companies and/or your employees? Are you 

able to handle all the safety protocols now being required? 
The sooner we hear from you, the quicker we can assist in 
finding solutions.

Phase IV – Recovery. When this pandemic has fully 
subsided, there will be a number of issues that have arisen. 
Some issues we may not even be able to identify at this 
time. For our industry, there may be new ways of doing 
business, both physically and contractually. I believe we will 
be well prepared to handle our "brave new world" in the 
future. While it has been a difficult six weeks, I do believe 
we will emerge stronger and 
better. Phase III and IV will be 
a time for our industry to rise 
above it and become stronger. 
As an association of dedicated 
members, we will all benefit 
in the end.

My wish, here in the 
beginning of May, is for you, 
the members, your employees 
and families to remain safe, 
healthy and strong. Together 
our industry will survive and 
lead the way to recovery.

I

A Message from the President-CEO
BY: G. DAVID SLOAD, ABC KEYSTONE PRESIDENT-CEO

What is OUR "Brave New World?"

G. David Sload 
President-CEO 
dave@abckeystone.org

4



n these unparalleled times, your service and membership 
with the Associated Builders and Contractors is greatly 

appreciated. While our methods have changed due to the 
COVID-19 pandemic, we continue to be engaged at all levels of 
government. In fact, in the past month, we have seen record 
actions from our members. On behalf of ABC Pennsylvania, 
thank you for stepping up in the middle of a crisis to let your 
voice be heard. 

Over the last 30 days, ABC Pennsylvania implemented a robust 
and comprehensive action plan that incorporated grassroots, 
media, and direct and indirect communications to elected 
officials. We sent emails and letters, placed phone calls, issued 
press releases, partnered with 20 industry associations on a 
joint statement, leveraged social media, conducted television, 
radio, and newspapers interviews – and more – in response 
to the impact the Governor’s COVID-19 Order is having on our 
industry. Of note, the five action alerts we issued generated 
nearly 1,700 messages to the governor and legislature! 

7
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Advocacy Update
BY: DAVID G. GREINEDER, IOM, ABC KEYSTONE DIRECTOR Of GOVERNMENT AffAIRS

Getting Back 
to Business

ABC Pennsylvania is leading and being proactive to ensure 
safety measures are incorporated at jobsites. We knew and 
understood precautions would need to be taken after the 
Governor’s Order was lifted. That’s why we created a COVID-19 
Construction Safety Task Force made up of safety leaders. The 
Task Force was charged with creating a comprehensive health 
and safety document that provided guidance, best practices, 
and standards both during and after the COVID-19 pandemic.  
The report was distributed to the governor, legislature and 
other interested parties to share resources and ensure workers 
and jobsites are safe and provided helpful information for the 
final guidelines issued by the governor.

While the times are tough, please continue to be engaged and 
let your elected officials know your opinions, your challenges, 
and your stories. It is important our government leaders 
understand the impact their decisions have on your business 
and the broader economy. I also want to hear from you. You 
are the experts in the field, and as Director of Government 
Affairs, it is important for me to learn, know, and understand 
the “pulse” of our membership. If you have concerns, 
comments or questions, please reach out to me anytime. I 
welcome your feedback.  I can be reached at  
davidg@abcpa.org.   

Thank you again for your membership. Stay safe, stay informed, 
and stay engaged. If you are not signed-up to receive advocacy 
email alerts, please download the “ABC Action App” from the 
app store on your mobile device, or at abc.org/abcaction. 
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Coronavirus Updates & ResourcesCoronavirus Updates & ResourcesCoronavirus Updates & ResourcesCoronavirus Updates & Resources

Stay up to date with the latest information you 
need to navigate the COVID-19 pandemic:

abckeystone.org/coronavirus
abc.org/coronavirus

find information on financial resources, 
HR regulations, jobsite safety requirements & more 

Please also contact our office if you have questions:

(717) 653-8106



s we all work through the challenges of dealing with 
the impacts of COVID-19, we need to remember that 

this is not different than dealing with any other type of hazard 
in the workplace. We must always assess the workplace to 
identify the areas of concerns and take steps to address the 
issues. 

OSHA has been telling employers the same thing for 50 years. 
If you believe that COVID-19 is somehow different, all you must 
do is look at the General Duty Clause. Section 5(a)(1) of the 
Occupational Safety and Health Act, also known as the General 
Duty Clause, requires employers to furnish a workplace which 
is free from recognized hazards which may cause or are likely 
to cause death or serious physical harm. COVID-19 is a known 
hazard, and states across the country have identified special 
precautions that are to be employed as part of keeping workers 
safe and to stop the spread of the virus.

What does this mean for employers? Well, applying the basic 
principles that are discussed in many of the trainings held at 
ABC Keystone, employers must identify the hazard; create a 
plan to address the hazard; implement the plan by training 
the workers in the hazard and teaching them how to protect 
themselves; and finally, and most importantly, they must 
monitor and evaluate the processes implemented to ensure 
workers are complying and to address any shortcomings of 
the plan. 

What are the hazards? 

Contact with an infected person. The challenge in determining 
the number of people infected because the virus can be 
asymptomatic from a couple of days to up to 14 days of the 
infected date. That means we must maintain a distance of six 
feet between workers. In construction, it is common to have 
the workforce travel together in company vehicles. This would 
be a hazard and is prohibited during this period. If workers 
cannot travel together it affects mileage expenses for personal 
vehicles, an added cost to employers.

A Proper hand washing and PPE. Maintaining a safe distance is 
only one hazard that we need to address, there is also the issue 
of hand washing and PPE (Personal Protective Equipment). 
Proper hand washing and the use of proper personal protective 
gear is critical in addressing the protection of our workers. 
With a shortage of N95 respirators, many workers are still in 
engaging in work that can expose them to respirable silica 
dust and other contaminants. There are many other types of 
respirators that can be used, but it may mean that additional 
training and fit testing must be completed in order to ensure 
that the worker can properly fit, wear, and maintain the 
equipment. 

These are just a couple of examples of the importance of 
correctly addressing COVID-19 and how those corrective 
actions can have an impact in other areas. Communicate 
clearly what the expectations are and then ensure that 
the expectations are being met and maintained. OSHA has 
additional information for employers in addressing COVID-19. 
Please go to https://www.osha.gov/Publications/OSHA3990.
pdf for additional information and guidance. Also, please 
be certain to review the full guidance document from 
Governor Wolf at: https://www.governor.pa.gov/wp-content/
uploads/2020/04/20200423-Construction-Industry-Guidance.
pdf. Adherence to these protocols are mandatory to work.

If you have questions related to the COVID-19 virus and the 
impacts on construction, ABC Keystone offers guidance to 
assist your company with access to the latest information. Visit 
www.abckeystone.org/coronavirus for the COVID-19 Updates. 
We will be providing frequent updates along with links to 
offer you the best assistance available. If you are still looking 
for guidance, please feel free to contact Kevin Keith, Director 
of Safety Services (kevin@abckeystone.org), to discuss your 
concerns or issues.

Safety Update
BY: KEVIN B. KEITH, DIRECTOR Of SAfETY SERVICES, ABC KEYSTONE

Social Distancing and
Assessing the Workplace
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n October 2001, I was attending a regional sales 
meeting. It was a month after 9/11, and I was with 

a group of salespeople discussing the impact of the 
aftermath on our sales. Most people were talking 
negatively, were very pessimistic, and were sharing 
expectations of a downward spiral in sales. They felt there 
was nothing they could do as customers surely were not 
open to new ideas or working with new providers. The 
general opinions were, "Yes, we’re just going to have to 
hunker down for a while."

Well, that was not my attitude. I figured this was the time 
to keep connecting, keep being proactive and build upon 
positive expectations. When times get tough, leaders step 
up. They run toward the storm and push through. I did 
that in 2001, and my book of business continued to grow.

That sounds a lot like what we’re experiencing now. 
Granted, this pandemic is unprecedented; we’re navigating 
waters we’ve never experienced before now. But what 
are most people doing? They’re feeding the negative, 
pessimistic side of their imagination. None of us really 
know how this will all eventually play out – the news is 
questionable, often contradictory and incredibly dynamic. 
The only thing that is in our control is how we think and 
what we do with what we think.

Take action. Take precautions.  
Be smart. Be safe and be careful.

But don’t stop adding value. 

Add value to clients by serving them any way you can. Add 
value to your family by making the most of the increased 
time together. Add value to yourself by listening to and 
engaging with smart, positive and proactive thinkers. 
Work on some of those big projects you’ve been wanting 
to accomplish. Get outside and exercise – fresh air, sun, 
and outdoors – what a great treatment for boredom and 
anxiety.

Some great mantras I have heard over the years may help 
you re-think what is happening and what we can do  
about it:

“We become what we think about most of the time.” 
What are you thinking?

“Beliefs drive behaviors.” 
If you believe you will lose, you will act in accordance 
with that belief and make it so.

“Action cures fear.” 
What actions can you take to proactively navigate success 
right now?

“We move in the direction of our most dominant thought.” 
What thoughts have been filling your mind and driving 
your actions?

Some of us will come out of this worse than we started, 
and some of us will come out better. What we have to 
understand is that it is a choice. 

What do you choose?

I

What We Think About
When Times Get Tough, Leaders Step Up

BY: MIKE GREENE, PRESIDENT, INTEGRITYWORKS COACHING 
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o you want to live your life on your terms? 
Do you want to improve focus and stop 

procrastinating? 

I have no doubt that you have read at least one  
of these questions across a multitude of 
mediums boasting tips and suggestions to 
make the life of your dreams.  

I’m not going to guarantee you the life of your 
dreams, but I do think, if we find a medium 
that is entertaining to us, we have a better 
chance of hearing positive suggestions and 
in turn acting on them. To me, podcasts are 
usually the best choice, and I’d like to share 
with you a podcast I find entertaining and 
helpful for life tips. The Upgrade.

If you haven’t listened to Lifehacker’s weekly 
podcast, The Upgrade, you are missing out. 
You can find episodes on personal finances, 
negotiating like a pro, ending friendships, 
changing bad habits, and basically, anything 
you can think of in your life with which you'd 
like help, or even something you didn’t 
realize you needed. The episodes also range 
in length, which is helpful since most people 
have varying amounts of time to listen to 
podcasts.

The hosts are fun and always give you something to laugh 
about during the episodes. The guests offer fresh, funny, 
smart, and inspiring conversation. Take for example the 
most recent episode, “How to Stop Touching Your Face," 
with ‘Atomic Habits’ James Clear.” It’s upbeat and positive 
even while providing helpful hacks for something not so 
positive, the COVID-19 Pandemic. 

D

Young Professionals at ABC
BY: BRITTANIE LEWIS, SAfETY & RISK COORDINATOR, WOHLSEN CONSTRUCTION COMPANY

The Upgrade 
finding Life Lessons Through Entertainment

The Upgrade, in a nutshell, is good entertainment while 
also giving you practical, useful information to use in 
this moment. That being said, check out Lifehacker’s The 
Upgrade today wherever you get your podcasts, and I hope 
you enjoy! 

Brittanie Lewis  
Safety & Risk Coordinator 
Wohlsen Construction Company 
ABC Keystone YP Committee Member
blewis@wohlsen.com
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Role you play in your organization:
As a project manager, I am responsible for 
creating and updating the job schedules with the 
subcontractors, managing the buyout process, 
writing contracts, change orders, and day to 
day challenges that may come up in the field. I 
have done a variety of projects including hotels, 
multifamily apartment living, and office buildings.

As a Young Professional, how has  
your involvement with ABC Keystone 
helped you?  
Being involved in ABC Keystone and the Young 
Professionals Committee has allowed me to meet 
with many other people in the industry with whom 
I do not normally interact. I have learned a lot from 
the other members of the group, because we are 
all coming from different angles in the industry. I’ve 
also had the opportunity to learn from some people 
that have been in the industry for many years and 
hear how they have thrived in their careers, and 
found what I can take from that to improve my  
own career. 

Why do you wake up and go to work 
every day?
I really enjoy working with everyone at High 
Construction Company. It is a great environment 
with people that are always willing to help me out 
when I need something, and we have fun together 
in this crazy world of construction. I also do it for 
my wife Julianne and my son Liam. It’s hard to leave 
them in the mornings, but I know it is helping us to 
live a great life together, and that makes it worth it. 

Favorite or inspirational quote? 
“I don’t live to work. I work to live.“
I constantly remember this quote when work is 
stressful or the job is not going well, because my 
happiness does not come from my work (even 
though I do enjoy it). My happiness comes from 
getting home and playing with my son and being 
with my wife. I still strive to do everything I can 
to make the job successful for everyone involved, 
but at the end 
of the day, I’m 
going home to 
my family. And 
that’s what truly 
matters, living.

Young Professionals Spotlight

Meet 
Colton Smoker! 

COLTON SMOKER, PROJECT MANAGER, HIGH CONSTRUCTION COMPANY

Colton Smoker  
Project Manager 
High Construction Company 
ABC Keystone YP Committee Member
csmoker@high.net11



eing in leadership during 
“normal” times can be 

challenging, at best. In this time of 
crisis, focus on self-leadership. It’s 
perfectly normal to question your 
own ability to handle the crisis at 
hand. Follow the airline instruction 
“put on your own mask before 
helping others.” 

You must focus on yourself 
first! Here’s how:
  
• Establish a routine and stick to it. 
This will bring a sense of control and 
normalcy to your life. Include stress 
reduction as part of your routine. 

• Watch your influencers. Limit time on news and 
social media. Ensure you are getting positive inputs 
with TED talks, pod casts, and people who will make a 
difference in your outlook. 

• List the character traits your team needs to see 
from you right now. Pick the most important ones 
and live by them. 

For the team:

• Communicate often (2-3 times per week).  
Communicate with confidence, clarity, calmness and 
positive resolve. If your team is too large for individual 
touches, use virtual meetings, conference calls, or 
e-mailed videos. They need to see and hear from you. 

• Show empathy. Let your decisions and actions 
show your team that you care about them personally.  
Ask how they are doing, listen intently, and be 
prepared to respond.  

• Be transparent. You have an opportunity to discuss 
current challenges, brainstorm solutions, and develop 
action plans. Now is the perfect time to delegate and 
engage the team for common goals. 

Great leaders bring direction and resolve in the midst 
of crisis. Your team needs that from you right now. If 
you feel overwhelmed, delegate what you are able.  

Stay strong and remember that this is only temporary.

Effective Leadership in
Times of Crisis

B

BY: JEff WITMER, OWNER, PATHWAY BUSINESS ADVISORS 

"The true test of Leadership is how well you function in a crisis.”
- Brian Tracy    
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May 2020

 6  NO-COST VIRTUAL TRAINING: 
     Don’t Let the Times Stall Your Sales, Business & Life 
 8  NO-COST VIRTUAL TRAINING: 
  Adult AED, CPR & Basic Medic First Aid 
 14  NO-COST VIRTUAL TRAINING: 
  Dealing with the 6 Feet Rule in Construction
  A Discussion of OSHA’s Fall Protection Standard 
  and Industry Standards 
 20 NO-COST VIRTUAL TRAINING: 
  Building a Better You During a Difficult Season 

Chapter Calendar - Events, Education & Training

Customized Training Available!
Your Place or at the Chapter - Contact Us Today! 

(717) 653-8106  | Barbara Holtzapple (Career Development) & Kevin Keith (Safety) 

Discover more 
events, education 
and training 
and register online:  
abckeystone.org

Save the Date: 
8/4 - ABC Keystone Summer Outdoor Mixer  
    Presented by Saxton & Stump LLC
8/18 - ABC Keystone Safety Awards Breakfast
Starts 9/23 - Project Management & Leadership 
Starts 9/24 - Superintendent Training Program (STP) 
9/24 - ABC Keystone Clay Shoot  
            Presented by OSS Health
Starts 10/13 - Leadership Development Series 
Starts 11/4 - Excel 2016: Full Series 

ABC Keystone is offering a number of member-exclusive, no-cost virtual 
training opportunities throughout the months of April and May to assist  
you during this time. For updates, please visit:  
abckeystone.org/virtual-training

While we continue to monitor the COVID-19 situation and 
will adjust our calendar events accordingly, we invite you to 
look ahead and save the date for these upcoming events, 
educational series and more. Please watch our website for 
updates on June, July and August trainings. 
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ABC Keystone Members Save! 
Affinity Program of the Month

Verizon Wireless and ABC have teamed up to provide you special discounts and offers. This program’s 
exclusive ABC Member discounts apply to monthly calling plans for existing subscribers and new lines 
of service. This is another tremendous benefit as a result of your membership with Associated Builders 
and Contractors!

 

To learn more, visit abckeystone.org/member-benefits or contact Mike Bachman, Director of Membership: mike@abckeystone.org

Your ABC Keystone Membership Can Pay for Itself!

Exclusive Contractor Member Benefits: 
• Save with exclusive discounts (up to 22%!) on monthly calling plan fees and accessories*
• Apply the discounts to existing contracts and new lines of service
• Learn about hundreds of Verizon’s construction-specific applications

Employees also benefit! 
• ABC Member employees receive discounts on their new and existing personal lines**

Who is eligible?
• Any contractor member

• Building material suppliers

• Crane rental, construction equipment rental, construction staffing/labor and trash dumpster/haul-off

*Unlimited plans are not eligible for these exclusive discounts (minimum of 5 lines required)  
**Employer must be a participating company in this program

15



Welcome to ABC's Newest Member!

Reading Bucket Service, LLC
John H. Miller, Jr., Owner
2002 Trooper Road
Reading, PA 19602
(610) 507-8822
readingbucketservicellc@gmail.com
Sponsor: Alan W. Shuman,  
Shuman Development Group

  

Thank you for your 
support of the 

merit shop mission!

"When I’m in need of products and services,  
I always go to ABC members first." 

- John H. Hykes II, B&B Integrations

Happy Anniversary!
Thank you for your continued support of the merit shop!

Join us in congratulating these members celebrating milestone anniversaries in May 2020:

15 Years:  
McKonly & Asbury

1 Year:
IntegrityWorks Coaching

Prevailing Wage Solution Center, LLC
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View a searchable membership directory at abckeystone.org
Download the mobile app on the App Store and get it on Google Play! 
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he new reality is that the novel coronavirus  
(COVID-19) is currently affecting, and complicates,  

all aspects of people’s lives. 

Construction projects are not immune to this disruption. 
New protocols for disinfecting machinery and tools, as well 
as an increased number of hand washing stations at project 
sites are just a few changes construction companies have 
made to address COVID-19. All these efforts are critical to 
keeping everyone safe on construction sites.

However, when people are looking for ways to avoid face 
to face contact, computers and project servers are more 
important than ever. Unfortunately, the shift to remote 
work also provides hackers more ways to infiltrate networks 
and take advantage of nervous and distracted staff. Cyber 
criminals understand this and have significantly increased 
the number and complexity of their cyber- attacks.

To help employees, and the stretched-thin IT staff avoid 
a cyber-attack, here are some of the more recent social 
engineering, phishing, data security and ransom ware attacks 
that have arisen around COVID-19:

1.  Cyber criminals are now sending more and more 
coronavirus-themed phishing emails. In February, the 
data security company Trustwave released a report with 
screenshots of emails sent by hackers posing as the Centers 
for Disease Control and Prevention and the World Health 
Organization, asking people to click on phony links for more 
information about the virus.

2.  Cyber criminals are also sending out emails that create a 
false sense of urgency, asking users to immediately click on 
a link regarding new company policies, new state or local 
government policies, new working hours and/or new safety 
procedures that must be implemented “right away.” 

3.  Other cyber-criminals are also trying to get their target to  
 

open an attachment by promising new information on  
anti-virals and other drugs and vaccines to treat COVID-19.

4.  Cyber criminals have also posed as employees of the Red 
Cross or other major relief agencies asking for a donation 
or to click on a list of urgent needs (such as gowns and 
masks) in certain area hospitals. Be wary of these requests, 
especially a request for a donation through a gift card or the 
use of personal banking information.

5.  Other cyber criminals pose as health researchers from 
the government asking people to input their personal health 
information. Legitimate authorities will never approach 
anyone that way. 

6.  Others have launched an email scam falsely offering a file 
containing information from the World Health Organization 
on protecting children and businesses from the virus. When 
downloaded, the file loads malicious software that can steal 
web browsing data and track everything that its victims’ 
type. A malicious app detailed by Zscaler promised to show 
users when someone infected with COVID-19 was nearby. 
Instead, it infected users' phones with ransomware.

7.  Others focus on testing and treatment, selling fake at-
home test kits or going door-to-door performing fake tests 
for money or selling on-line fake cures, vaccines or advice on 
unproven treatments.

8.  Others are creating fake shops, websites, social media 
accounts and email addresses claiming to sell medical 
supplies currently in high demand, such as surgical masks. 
When consumers attempt to purchase supplies through 
these channels, fraudsters pocket the money and never 
provide the promised supplies.

9.  Others are contacting people by phone and email, 
pretending to be doctors and hospitals that have treated a 
friend or relative for COVID-19, and demanding payment for 
that treatment.

T

Maintaining Online Security

Construction Cyber Hygiene: A Staple in 
Today’s Infectious World 
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In addition to the mounting attacks, more people are 
registering new web domains that reference COVID-19 or 
the novel coronavirus in their domain names, as well as 
registering more security certificates, according to Zscaler 
and Sophos Labs. While some of this activity may be real, a 
large part will be hackers trying to set up legitimate-looking 
websites to which they can lure unsuspecting visitors.

Because cyber criminals are counting on a rise of distracted 
employees working remotely, there has also been an uptick 
in “invoice manipulation” or "business email compromise" 
attacks, in which hackers use a variety of methods to dupe 
workers into sending wire transfers to cybercriminals, posing 
as one of their colleagues or their boss, often by using 
"spoofed" copies of a colleague or supervisor’s company 
email addresses.

Cyber security firms have stated that the new COVID-19 
attacks are the largest surge in malware attack types they’ve 
seen in years, if ever, that have been united by one single 
theme.

To help combat this substantial uptick in cyber threats, cyber 
hygiene should be practiced by each and every user. Cyber 
hygiene is a reference to the practices and steps that users of 
computers and other devices take to maintain system health 
and improve online security. These practices are often part 
of a routine to ensure the safety of personally identifiable 
information and other details that could be stolen or 
corrupted. Much like physical hygiene, cyber hygiene is 
regularly conducted to ward off natural deterioration and 
common threats. Specifically, construction companies should 
implement the following hygiene/safeguards to help stave 
off the recent increase in cyber-attacks and cyber viruses:

Never open any attachments, especially ones that are 
COVID-19 related until the sender/source is verified. If the 
source cannot be verified, DO NOT click on it—send it to 
IT staff for review. Even if the e-mail is sent from a known 
user, check the sender’s e-mail address (hover over it with 
the mouse). Is it spelled wrong or is it one letter off? Check 
whether other important information is off or whether the 
grammar is incorrect. These are signs of a social engineering/
phishing e-mail.

Always be wary if the e-mail contains either a link or 
attachment that asks that credentials be entered. This is a 
clear way for cyber criminals obtain log on credentials. The 
use of multi-factor authentication can further combat this 
because, even if the username and password have been 
compromised, the hackers still need to get through to a next 
or added layer of security. 

Provide online cyber-awareness training to ALL company 
employees, focusing especially on those working remotely, 
those in accounting and those in Human Resources. This  

 
training will help each and every employee identify, and 
hopefully deter, them from clicking on malicious links or 
from entering their credentials at fraudulent sites.

Since remote working is now required in some areas, 
construction companies will be forced to make required 
payments by wire. Before sending a wire, especially one 
in which the banking information has recently changed—
verify the receiver through someone known or someone 
whose credentials can be verified on the other end of the 
transaction. Some construction companies also use a “color 
of the week” to act as a code that only the sender and 
receiver knows. This also helps cut down on intercepts of 
wire transfers.

Before sending any payment through a source other than a 
wire, investigate the company before sending the payment 
by checking with the Federal Trade Commission or the state’s 
attorney general’s anti-fraud office.

Be sure that the IT department is “up to snuff” in that they 
are consistently patching the IT system, segmenting the 
system into silos, implementing robust fire walls and anti-
virus programs, implementing a password management 
policy, employing multi-factor authentication, updating the 
operating system, ensuring all employees have a secure 
connection, and encrypting data both in transit and at rest. 
Many of the above are becoming mandatory requirements, 
especially for those contractors (and their subcontractors) 
that perform federal construction work.

Ensuring that any physical or hard copy records that are 
removed from the main office (especially those that are 
confidential) are being tracked and a security protocol is put 
in place.

COVID-19 is the great equalizer because no one is immune. 
The same goes for computer hackers and computer viruses—
no system is completely immune from such attacks or 
attempts to hack. Thus, (as a person would with COVID-19), 
increase the company’s awareness of its virtual environment 
and surroundings and take the necessary precautions.

As Ben Franklin was fond of saying “an ounce of prevention 
is worth a pound of cure,” especially when no cure exists for 
the current viruses attacking the company.

Reprinted from Construction Executive, April 2020, a publication 
of Associated Builders and Contractors.  
Copyright 2020. All rights reserved. 
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n April 3, the Occupational Safety and Health 
Administration (OSHA) released temporary 

enforcement guidance to employers currently faced with a 
shortage of N95 respirator masks because of the COVID-19 
pandemic. The guidance provides discretion when enforcing 
OSHA's Respiratory Protection standard and applies to all 
industries.

The Respiratory Protection standard contains various 
requirements, including a written program, medical 
evaluation, fit-testing and training, that employers must 
follow to ensure workers are provided with and are 
properly using appropriate respiratory protection when 
necessary to protect their health. Employers are still 
required to identify and evaluate respiratory hazards in 
their workplace and provide an appropriate respirator 
when it is necessary to protect the health of the employee.

However, noting that the United States is in short supply 
of appropriate respirators at this time, the new guidance 
provides that, on a case-by-case basis, OSHA may choose 
not to issue citations where an employer is making a good 
faith effort to comply and is prioritizing respirator use 
appropriately.

If an employer is facing a shortage of N95 respirators, it 
should consider these alternatives, in this order:

1.  Consider alternative measures to decrease the need for 
N95 respirators. For example, employers should consider 
whether it is possible to increase the use of wet methods or 
portable local exhaust systems. Employers should also consider 
using partitions, restricting access to facilities, and using other 
engineering controls to protect workers. Some work may 
be able to be performed safely if done outdoors. Employers 
should use an alternative only if workers will be protected 
without respiratory protection. In some instances, an employer 
should consider suspending non-essential work.

2.  Consider an alternative class of respirator. Other 
appropriate NIOSH-certified products, such as N99, N100, 
R95, R99, R100, P95, P99, and P100, may be alternatives if an 

employer is unable to obtain N95 respirators. Employers may 
also consider non-disposable, NIOSH-approved elastomeric 
respirators or powered, air-purifying respirators (PAPRs). 
Employers should make sure any alternative they use is 
NIOSH-approved. Note that respirators imported from foreign 
countries may not be NIOSH-approved and should be used 
only after the employer has attempted other alternatives, as 
described below.

3.  Extend the use of N95 respirators. Employers may permit 
the same worker to extend the use of a respirator, as long 
as the respirator maintains its structural and functional 
integrity. Employers should address in their written policies 
the circumstances under which a disposable respirator will be 
considered contaminated and unavailable for extended use. 
Extended use is preferred to reuse, since a respirator may 
become contaminated during removal or placement.

4. Allow reuse of N95 respirators. Employers may permit the 
same worker to reuse a respirator, as long as the respirator 

OSHA Unmasks New Pandemic 
Respirator Guidance

O

The Latest from OSHA
BY RONALD W. TAYLOR, THOMAS H. STRONG AND ROBIN L.S. BURROUGHS 
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maintains its structural and functional integrity. Employers 
should address in their written policies the circumstances 
under which a disposable respirator will be considered 
contaminated and unavailable for reuse. If reuse is necessary, 
ensure that employees are following an appropriate sequence 
for donning and doffing.

5.  Use N95 respirators that are past their expiration date. 
Recent testing suggests that certain older N95 respirators will 
provide greater protection than standard surgical masks or 
other non-NIOSH-approved masks (such as homemade masks). 
Employers should first consider using expired NIOSH-approved 
respirators released from the U.S. Strategic National Stockpile. 
If using an expired respirator from their own supplies, 
employers should contact the respirator manufacturer or an 
independent lab to test those respirators prior to use. Workers 
should be notified if they are using an expired respirator, and 
employers should stress the importance of inspecting these 
respirators and ensuring a proper seal. Expired respirators 
should not be used by health care personnel in certain high-
risk circumstances, such as when performing respiratory 
procedures on patients who are or may be infected with 
COVID-19.

6.  Use a foreign-certified respirator. If an employer has 
exhausted their ability to use NIOSH-certified respirators, they 
may use an appropriate respirator certified in accordance with 
the standards of another country of jurisdiction. OSHA has 
provided guidance regarding what foreign products may be 
used in lieu of a particular NIOSH-certified product.

The CDC has provided additional guidance for healthcare 
personnel, including information about how to prioritize the 
use of N95 respirators by activity type.

Recent guidance was provided in addition to guidance 
OSHA issued on March 14, which allowed OSHA field offices 
to exercise discretion regarding the annual fit-testing 
requirements for healthcare personnel, but did not change 
enforcement of other requirements, such as maintenance and 
care, and was not applicable across all industries.

This guidance is effective immediately and, while expected to 
be temporary, will stay in effect until further notice.h

Reprinted from Construction Executive, April 2020, a 
publication of Associated Builders and Contractors.  
Copyright 2020. All rights reserved. 



Hear from  
Daniel J. Laird:

he apprenticeship program at ABC Keystone 
has seen rapid changes over the past month in 

response to the COVID-19 pandemic. As we all adjust to 
the challenges brought about by this health crisis, our 
main goals continue to be supporting our apprentices and 
providing them the education they need to successfully 
complete their 2019/2020 school year. Beginning earlier 
this month, all apprenticeship classes were adapted to 
a virtual learning platform, and we are pleased to share 
that both students and instructors are navigating this new 
learning environment very well. 

The virtual trade classes are focused on the theory portion 
of modules that were yet to be covered when in-person 
classes were ceased last month in accordance with the 
stay at home order issued by Governor Wolf. Our full-time 
instructors have the unique advantage of being able to 
maintain continuity in education for these apprentices. 
Our instructors will be prepared to follow up with the 
hands-on performance learning and required testing 
when on-site classes resume this fall. This will ensure the 
students receive all necessary 
components of their training 
and provide them with the well-
rounded instruction they need 
to be successful craftspeople and 
employees.

These are challenging times, and 
the Apprenticeship staff here at 
ABC Keystone are working hard 
to support the students and 
companies during this transition 
to virtual learning. We greatly 
appreciate the patience and 
willingness shown by both the apprentices and their 
sponsoring companies as we all take on this new venture 
together. We are learning as we go and are fine-tuning 
and tailoring the virtual classes daily to further enhance 
the program. We always welcome your comments and 
questions, and we invite you to reach out to us with 
your feedback. Please contact Cindy DeWire, Director 
of Apprenticeship (cindyd@abckeystone.org) for more 
information. 

T

Apprenticeship Update

Apprentices and Instructors  
Successfully Adapt to Virtual Learning

Jeff Morris, 
HVAC level 
1 instructor 
working on 
Module Nine 
- Basic Carbon Steel Piping Practices - teaching students how to 
identify various carbon steel piping materials and fittings. 

Home office of Chad Foor, Electrical Instructor,  
set for teaching students online
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Connect with ABC Keystone on Social Media!

• Get the latest info on education and training

• Discover networking opportunities

• Stay informed on legislative updates 

• Follow the apprenticeship happenings

• See members in action @ABCKeystonePA
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linkedin.com/company/abckeystone/

@abckeystone

#ABCKeystone
#ABCMeritShopProud

Visit abckeystone.org for more!
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